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Abstract of JP1 1308564 
PROBLEM TO BE SOLVED: To provide a digital 
evidence camera system where evidence 
capability of a digital image is enhanced and an 
encrypted key is managed at a very high security 
level. SOLUTION: The digital evidence camera 
system detects falsified image data obtained by 
photographing an object with a camera and 
consists of a camera section 50-1 provided with 
an image pickup means 60 that photographs an 
object and with a MAC generating section 1 1 that 
generates falsification detection data (MAC) from 
image data by photographing by using a secret 
key set in advance and of a falsification check 
device 101 that uses a public key corresponding 
to the secret key to decode the data MAC and 
checks whether or not the image data are 
falsified based on the decoding result. 
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(57) [£*)] 

[M] f^^B^IHM&fifciSSfc-c, tt#fl:«* 

tfeot, «!?#SrJiHfe-tSfc!«>©aMfe#®6 0t, ft 

fcS«i?:ffl^TS«Mf-? (MAC) fcffrSr 
SMACMfJl 1 t*&m~rZ>**yU5 0-1 4:, 
SWIiH:»^Sf S4fHli*ffiv^rMACSra#fl:U, r 




[#fFff*©$5ffl] 

[flMWi] #^7fcJ;>3^#:£*ttLT#^;ftfc 
ffi^f* SrSHfe-t- 5 fc ft ©SMfcSB fc , 

#L3£isfc, 
fc, 

^ & ft 5 r fc £#1$ fc 1" 5 x ^IiE** * y is * r 
S^ff 5fc*oSMftSB fc , 

#&3§i5fc, 

*T-iS^Lx-^£H^:r-^fc 

^fti^-eilfc »«j^£fT& 5 y — v/i^e- K fc U 
naxb©*- Ka»&d>*< fc 1 1 oogifM©^- k*s 

K-fSfc*®*- K3&3B«r#-*-5 r fc ^Wtfc-f-6^ 

[it*«3] ssfcHWcDiisu^fc, roaae-fcs- 
is lt^js s jifc» 1 (o^itmKMi^-r 5 s? 1 ®it 

fbfifc S-febttEIt 5«^««Ett«B fc , 

iffiB® 1 oa-^fcjijiiBB-rsafcKtftftiffiT*-^ £fg 2 © 
fc, 

ih® 1 <7)«#^ii^S'l«i-5ffi^ftiitH'itgBfc , 
mum 2 »Pt^{b®fc*tfS-r 2 <o«-^ft:«ife-Mv> 



^ & 4 5 ^ i fc -r s ie-^ft«jR# • a«f * f 

A 0 

K»*K4] W^-*©ftS^*P-r6fcfcfcfc, 

ygmr % 774 y> ^mn t , 

tfffBS^'- ^t*y^ft#^^fcf 1 ©attMfefci 

fcW-tft«t*ffSi-«a^b«s:ffl^Ta-^fc-rs fc t 

fete, ^©tS^-^tLfc^lcD^K^ffl^-^fcmffEB 
ft?*-* t tttm-fZ 'iiai 

SBfc, 

lifriEiMfciWfe&fc i o t#««$> ^strife ^^fcH^S 
* fcttflp-f- 5117 r -f ^MffSB fc , 

[0001] 
[0002] 

/vSWo5i#fc J; 9 , mi&*FgP %y*i> 9 /^f~ 9 

^i^TX.5fcv^Sfiff^#?3^5„ L*»U *PX-«i 

^ ^IE*p 0 b fc Urffi x. 5 <t 5 K -T S ft (c (4, ft ^ 
d »OjWS6T?f f 5? ^ - ^ » gfe* «r K-ifc-f - 5 ffifg ^rffi *. 

[0003] rcox^^^fEm^^y^m-rsfcft 
«-es»«t»ftfn, ho-s7n^it<Dt'ib(Dmx"ji 



-2- 



9mtmni&. ft?* 9 immm ^x^ 

r t Kft^j fc^Kf fcjt u •» t © t ft o r v ^ 5 . SS*« 
i4ft^«^©A^#K:f$?Lft^± 5 icJDatcWa* 

[0 0 0 4] 

— J? ■ {fyfi^s:^ V (Message Digest, JUT, MD) 
fcPf tftiS a- KSr^i-S. ^©^'^A-x-^ 

-f^hfumxhMD^mm-r^^tiix^^. 

fyfo, MD j/ P!£©& < £q 6>tifd4ff d^5n© 
x * /Vf- ffi '> L -C t M ft 5 A £ < M b-f 5 

[0 0 0 5] *CttW$tufcMDSr««|t$rfflV^TSt-^ 
-fLL, n tl ^ yir— v'lgfiET- (Message Authenticatio 
n Code, £*T\ MAC) t LT, ty^Wf-^i 

* ©H£#fcV\h,TV\h,tf «fc < , jg 3# ©^(C?K 

[0006] Sftfldtt, *V i?1-/isf—9i>s&M£tiX 

MD' t*5-Srf5^if 5*=>SriI^5. & L, tyv't 
}iS^®£»oT^ft^©T\ &nisrc«-s§-ft-e£3M 

ACSrff^T^T, MDfcMD' tttSftSlfitftSo 

mic i o r , * y s^j-a-^- * 3 j; o -t&sc 

[0 0 0 7] 

tSitmS. L^Lft/JSfe, _hf2LfcJ;5ftSt* 

{LUt LTO*^®(4«*fSffit-5 C t ^footttft b 

f=a-T5rtas^-C4<, Lfc^oT, r^Alrtl! 

[0 0 0 8] *fc, H^coS-a-(i«7 s -^©ffi«±> x 
-^JBffi^Wl^liiL, dr-r^g Vco#A^co«ia 

LTj£ffl£;ftrtv^m^*©;^fe-cf*> ?—9nm# 

m >x t a H-r § t , x - 9 &Am £ nfc t % ft $ tit 

E© i o KW&f-t ©ttK±^ftS*^-S-et ft 



[0 0 0 9] #|PJfireD±5ft!mi-*@ LTft£*u 
fcf>©-e&9, ^©S^fcTSir^Jj;. 7 ? i>*A-|lKg< 

tsritfc^ £^H&©ttffJii&g£ft3IH§^ 

[0010] 

i>m^im^m^xwim^c9.m^r'-9^m^itu 

^oigL^k<DW%\cm^^xmm&?~9i>>&Ktiti 

[ooii] %KDWm., H^y\^X.'0W^W 
^r«^ LT # F> tLfcB^- ^ <D SrH^-f 5 V s ^ 

ia3fe«ti*i^HE^i £ its H«-r- ^ t*rr 5 nt^flj * 

fTft *r?T8a»L'7 f -*£PHfcf f - 

«z)^ftVM?a^co«^^fTft 5 v/v^e- Kfc Sr# 
L> itL^O^- K^f>ft< t % 1 o^FJfa©*- F 

[0012] Sfc, M3, a^-ft«# • 

t*rjSLT^R snfcis 1 o«wb«c»iS-r5» 1 © 
m^mt frhfr^xtm-rzm^ikmimiftb, mm 

m 1 «*#fbBKH , *-5iS*»*ffl'5 , -# ^® 2 ©9§^- 
ffc»t^iv^rfPj«L, r©3fe*^*Pffl^-^tHfllS^l 

¥H:^*^Lri&#LfcmiSB 1 ©ffi#ft«SrtHtti-5 
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[0013] *fc, »4©»Wtt, Bfc? f ~-*©3*:K£ 
W^tHl:, H^x- * ©»* Srfrfc 5 ^ 
MSttWfAUfcot, B#A7>jg|5£^LTA77£ 

■ratirfet, ^©^^fcigi©&ici^/w-^ 

fc itufBBft^- * i Sr JtBrr § r fc i V Ptftx- * © 
U ^S©B#Ma£t^B#fi*ai:, IfffBH^ISft 

[0014] 

[|§H©^ft©^fi] BIT, BI*tILt*fKO^ 

jt^tgsrPKai-ifti3ji-5 0 h i ittmmm i ms^n 
5 /vEE*7j t< 9 i/ x r A ©«$ §r*-f m X h 
<0 , fJZ^fflm* * 7 1 0 0 i3Sitt#i*8g lOli: 

5o-if4, m^uyxit, aif2h mm&3 

»6 0«r#T$. *»f>'^l*^Lr7JtL,fc*^ 

4 tf^^/H -^(i^m^^rit -^aSB 5 -^Bf^offi 
^a^jfi^^fcm, Bftx-^ t brat^^ey 6ii 

[0015] bam*!* 6(rfB«$^rv>5H«7 : "^ 

I177^^7d—7y h^*gP8}C*5V^, JPEG, 
T IFF4M$©»7^Yy hfc3&fc£ftS„ 
ifttr 4 <9 , H#X-^ i-- y ^'IffB©^-* ^ttAD $ 
Hfc7r^^7t-vy fW^^llS (02© 
(A) ) 0 StMDM^9T1i, BH^-^fc5VM4 

^©j^t©»£nlffl-f 5 r t ic 4 0 MD fefpjfct- 5 
(0 2© (B) ) o RiC, MACMSl lt?J4, 

Ity^ey 1 Olr&ib^Dftielf £ftfcS^»K private 
(77;* 9) ^M^TMD^Bf-^-ft-rS^tfCi^MAC 

*tfU*T5 (0 2© (c) ) . ftfc, ^-yif&mi 1 

-era, imi<f-MAc%mm^vytpimm-r% (@2 

©(D)). 7r-f!)y7'fl3il3fftr© < J;5ia 



[0016] r© J; 5 ftB^x^^WBfs^fWy^ 
1 5 ©fflHWfcJ: 19 L^ftfEWft 1 7 fcBBtt^ix 
Tit ^ilifftSPsfli;:, feSWiilifSfflm 4©$U#PK 

n'ommmmi GZjYLxmmtstizmtpx&mtshtz 

ftSo 

[0017] «$8iioiicgf^ 

fcfB«frl 7i~fBtt£ft-C^5Bi£:7T^W4, IBte 
1 8©fBM»U:«fc 57r^y v^'WaSBl 9K 
If^ffi£ft5„ &3W4, S^fc^r-f/Wtafim* 
IEP2 4©iH$H;:4>9iI'fi[Eli»2 5^LT7r^ V W 

faiffii 9--fc;&?>ft5„ 7r^yy^fi?fi!i9t 

^fct4, gM&y*— ;?•€;© & ©©ft(C, J PEG^T I F 

F*<D^y^-flHR&-£»TfcJ:v>) iK:#8g£ft, m 
A 0(4^^2 It ATI £ft, Mfc^-^riMDfft* 
%1 2CA77$ft3„ 

[0 0 18] '&%{YM,2 XXWimm*^) 2 OlC&b 
7^CftfEli£ftTV^<k|iBg^ public 
rMACSr«#ftrrartKJ:t)MDlS:fejEr5 0 i 

©<&issiK publlo (jm?) t«riaLfc®«eK 

private t tt, Sf ^"ft ^3 1 *3 V 

ixfctli^-^ *»e>^ y Sit* ^©SfS©H«Sr^ 
^TMD2^4it5o ^i-. tkK-S:^2 3"t?[4MD 
1 tMD 2 t^ri:t^Lr^#^-^u*^ofcg-g-(Ci4 
r -f 3 # [C «t 5 3fe* $ Hfc t ' t 

[0019] ±m\,tLmimw&mK£iv\i, w*?- 

(MAC) Srffr&U r©36:««*pffl^-^SrB#7r 
^ A'rt, ^ix.«B^©--i/^tt«rtt#^^A,r^< r 

5 0 itbCi?), ^3R7^/VA^fflv^r»^$^LfcB^ 

[0 0 2 0] Sfc, 3WWfcfti^9*-^Sr^-f-5fc»«) 

r- ^ Srff^ST 5 fc ft ©Bt^-ft® 14, h <b t* Dft * * y 

[0 0 2 1 ] »K*3BWofK 2*M0!J«t bt, #S© 
K (-7/^^-K) Sr^Ti-a^^/HiEJBi*^?^ 
ov^rtftl^-rSo rrr-ii, *^7{-£J(T©#a*-K 
ol*!i**f^ri:T?, *^5©ffiffiSWfc^Cfc 

k, *fc, WiBLt''¥n<Dmftmmmzm&7 7-<M- 



[0022] ®3&*m\,xis(b\z.mm\mm-i- 

5„ H3fcS3V^Hli:RI-©IWI8#*t^ri-«fc©ri 

*p«y§K5 0-2^ft5xi^^fESft#^7l 0 21: 
fieffl#tt^-KSKSP3 lT-_klELfc#«©* 
- K® 5 ^bSfM©^- r t 3„ 

[0 0 2 3] Mx.a\ / — fvn=— KS-g^Ufcttf' 
ft, It^e o(^j;i9»^fr^*«Lrif feftfcHife 
x-^Sjitfg.^y 6 [cfStt$tL5 0 ^©^e- 

7*-?? h^*$ti-C7r^ y ^ffagpi 3(ci^e> 
[0 0 2 4] 4fc, tfS^L*- KfcWRLfc»g-|c 
fiSa> UfrS* 3 0 KAtl £ JvClSWiiilt? 5 -* 

[0 0 2 5] 4fc, aHM&Jt*-K*WlUfc»£'fc 
tt, S 2 Sr#fl8 LTWIB UfcTJ&T— - y ^"ICMA C 
SPSfrfct*, 77-f!)^fSl3CT7r^;vfI 
£ti3„ 

[0 0 2 6] Sc««&^- Ki9SBK$nfc*a-t 

i±, mmmfci 7fc5w±«#[Hiisi e^L-c^g 

S (PC 3S*«*SEIS*^) i^MJiir7r^J 
^tfSSBl 3(^<b;rifcH«L7 7^/W^A3$:S© 

Blfex-*ftMACiB#7*-*fc{;:#i££*'K B#7 
-#13:77^ J y^f I»a>6MDf *»3 3 KAAS 
Jl, MACf*g-SHfcgR3 4iCA7J^tL5 0 MDffr£g&3 
3 TfttA* $ ftfcWIt?*-* y fa BMfcfc ^©Ff 
£©M*£fl!^TMD«:£fifc1-5 0 M«3 4 
tt&SMM^ey 3 5iCfBtt$tLTV^^»K 
public ei^MD' Sr^-TSo JtK-S 

f|5 3 2S4MDiMD' t Srtt^LT— grf5 A^^^J 

[0 0 2 7] fAc, i?^T*-mB&7-*£fE1i 

fbsp 3 e a a $ ti a „ it 3 6b; © mm.r r - * 

3 7fcE«£tVTV^**ii£^TPt 



0 rflurtf^l:SiifcH«'5 f -^^»^L,W«4B1WSE# 

1 7{'#§jA*li5 0 

[0 0 2 8] iAc, ir^^T*-K(4iiftlflI«ISr^LT 
1 4©ffl»tJ;»)afSlli»l 6Sr^LT^S6»Jl (P 

c, 3fe«^*«E*t') fcanrra. 

[0 0 2 9] _htaLfc»2*Jfe^tl(CJ;tL(±\ {HlxJ±\ 
^.T'5'7Tli#?r«?)^^tt/— w^E—K-ea^L., RE 

fc, «£H4©«i«££*i£U Ii7r^/^^4t 

b, li?©7>7<7£«*ftfflii(^iJfflA3r fc^Wfii 

[0 0 3 0] «TAH 4 LT#3PJi©Jg 3 SeiSI* 

!B&i!l9H--5. B4fc*5Vvt\ H 1 t p]«©#fil^© 
fc©tt^«©«tgSr*-f-5t)©i:-t-5 0 Sfc, 

0 1 ©ifi««fB2U5ig 3 ©#S^- K0>«WJ**l* LT 

foS„ *^5g|55 o-s^-rs^^/HEai*^^ 1 

-^S> hSftSBSl^&ffl^frV'C, JPEG, TIFF* 

if©sip©Hife7*— ht^ijisna. :ftt± 

9 , B*7='- ^ ic^. v if ft m<of~ ? &WJB tsfrhfcyr 

*y htffc&ZtlZ (0 5© (A) ) 0 
[0 0 3 1 ] mmc, I c*- l ©ffiijflicj; 

•J#;*9lflS5 0-3fc£#3ftfc1BARIEffl I c*-K 

4 o fl AstEffl © tim^K* tB $ r/ r r/ * 

h**»8fcX*j£*i/c\ ^y^tcHHAKtW© 
flHS^HBO (B) C*fJ;5KB«l!*lxa. W:md 

^iiM-rartic^ijMD^ffs^-rs (0 5© 
(O ) „ mac^$i5i kii ®<%m*^v 

1 o^hbfrz$>nzm£titcm%mK^ iv ^ e (*^ 

■T5 (El 5© (D) ) „ ^y?m&Mi 2t?f±, SHtt^ 
y^«f>CB«fc^y^fflfa©9 i -^&tWHAI8liEfflf ! -^ 
li7JPx.r, MACSrt&lft-rSo r^tciig, If7r-f 
;vi4H15© (E) ^•f-j;5'SPift7d— hf7r 

^y^^aspi 3Cf*ff$tit7r^^fs§^s„ 



[0032] ^(D£?tm&yT^^mmMfcMmw> 

&»Sf 1 0 4»b#l5„ 
[0 0 3 3]tftb*>, 3fc«Mi:Sei 0 41'g#$tb 

fcEiiffi^i 7jcia*$nTv^5H«7T'r^tt, is* 
mmtrn i s j: 97r^y >y<gmto 1 9 1 

^f^MA C tfjfa LfcMA C £r#&5 ©fc&gftr'- 

— ^ (rcoS^'-^ic}*, Bife^-^ *©&©©#, 
in, J PEG^T I FF^CD^s/^lf^Sr^&TkJ; 
v\> ftlffiABBfflT*-*, MACliS 

^§B2 1 ICA^fr, MAC&**3©K;&g&7 ? - 
tifIAfff*!%^ffl UK 2 2 fc fc A* $ ft§„ 

[0034] nwm 2 i -csi&sse^ * y 2 o e> 
^cfefait$tvr^5^MiiK publlc srffivN 
TMA clra^tt 5 ^ 1 1: J; D MD l *4if« 0 - 

»^ Jtijg-i&SB 2 3T?}2MD 1 tMD 2 t^rit^Lr 

[0035] f@Ati mwt^-m LU42 xumxm 
zmx-tu-rz. 1 1- <t 9 mtmo&fe&mtfi 

5 0 r^T% »»#©#£!*, Bfft^-^aSjftKStiT 

^4 v ^ =. t mm s m & a „ 

[0 0 3 6] ±ELfc»3aaB»liKJ:ixa, b^t-- 
fflASSEffl Off # t LT, M^f— 9 1 flARSEffl^- 
**ttftn?t5„ «^©f@A^,IiE^-^^gfe*$tb 

So 

[0 0 3 7] filTfc*ISM«)»4*lt^ffi«rRWrs. 

H6e*s^t, n fciai«©#fla«*©fcor±iai*<o« 
te^w-f 5t>©t-r *fc, ::tiisioi»«i 

5 0-4*^rf?>7 :f v ; ^^IiE**^7->.X7 i Al 0 51: 
*5^T, a^¥^6 0 1Ci;oT«¥f*Sr«^-t-Sr tic 
±ot#6 iifc Btlx- * fiHfc;* * V 6 m IStt $ ti 

b**^8icB^tt}$tt-C, JPEG, TIFFftt'O 



(07© (A) ) „ iWCMDfp 
$g|5 9 VL&^xf— * ^ b < ttB^- ? ^ 
y^B8»&£©j^©H»§r/8vvTMD l feSWiM 

D 2 (H7 0 (B) , (B) ' ) Sr^-TSo I©MD 

1 iMD2 tttH— ©%©-efoo-ttiV\ MD1BM 
ACW1 KrA^£^3„ MACfPlSStl 1T14S 

prlvsl t e £ffi^TMAC£rfPff LTMAC 1 

Srf^-TS (07© (C) ) „ r©MAC 1 it^v^m 

mui 2(cs^tLS 0 

[0 0 3 8] — MD 2IJICA- 1 
Lt, 7SI35 0-4(cS^$nfcf@A|giJEffl I 
-K40' (cA^tiSo fflASIWl C*-K4 0' 

■m, ^©ss^n^ *y izmntstix^z>m%mK 

pl . ivate (IC*- K) JrMV^TMD 2 £Hf#fl;LTM 
AC 2£ffr$-?"$ (H7© (C) ' ) „ ^©MAC2 

te, i c * - 4i^Lt^^ ysa^SE 12K 

[0 0 3 9] ^yiHEftai 2T*I4, BUt—y^lC 
B^y^tf*©7 ? -^fcSPX.T, MAC 1 t MAC 2 

(d) (CTjt-rJ; 5^B#7^— h-c^r-r py^f 

[0040] t4 ^mmmmmm 

1 5 ©sj#p(c i v mtv L^mmmmi^ 1 7 icie« 

[0041] -fftbt,, 1 0 e }c^#stL 

fciattffl#:i 7('tati^H-c^sB^7r^/K±, mm 
mmmm 1 s ©mw^o; 9 y ^y<gm® 1 9 (- 

[0042] >-^Wi rt7r-f 

M^MAC 1 , MAC 2 tiSff-? (-©B®^-^ 
|C(J, ^ •?:©%© ©tet, JPEG^TIFF 

jfo^y^-fflf#Sr^»rtJ:v^ MA 

C 1 im^itm2 1 - 1 i£A7j£*-k Bftf-^SMD 
f«?K2 2 - 1 l^ATJ $<x«. m^tU2 1 - 1 -Ctt<& 
PHU^y 2 0' (Cfeb^^Cfeffi'B^tL-CV^^Ii^K 
public S-iB^TMAC 1 ^m^-ft-rSiilc: 

i9MDl*4*r«. &H»K publio {Zty) m 

«»K private tia, m^t/m^itmmic 

j3V>T^Tt*5«T?&5„ MDfF^2 2-l 

-e A7J $ n/cB«x - ^ *> f> ^ y ^ =■ B8«* if ©Bff S 
©M«^fflV>TMD 1 ' &£f£-f-5o ftiC, JtR-SW 

2 3-K'ttMDl tMDl' i ^itii L-T^^-Jfc 

[0 04 3] mmiz Lt, MA C 2 (4«^§|5 21-2 
(iATJ £5^> B^X-i?' ttMDfF^ 2 2-2 A7J $ 



ffi^ta 21-2 -eiiteMm* * y 2 o ■ icfe e> 

;c>CfeBB1t£;h,T^3<klSftK publlc (IC*-K) * 
ffl^tMAc 2 £m^ftrf 3 :tia?JMD2 ££$1" 

S 0 ^gg«K public (IC3-K) tSf^«K private 

[0 0 4 4] MD#/&g|5 2 2 - 2 T?f±A* 

PHfcx- * d» 6 /> y ^ a Hie ft if ©Iff £© » £/B ^ T 
MD2* £3y&-f3„ JtK-S:g|S2 3-2T?i4M 

D 2 iMD 2 ' tSrJt«LTW#^-S:Lfci:#Cttii 

[0045] jjRLftmi&mMiBiteztiii. m&f- 

Jirtsri:-?, B^©&g©f Mo&te h-f , Btdti; 
#tttj&f-5 a. wfc, r*m «u#© 

fflA8BEfflOfimtLT, #7*7^«©SgT-#/&L;fc 
®2©&K#^x-^£M^T^5©-t\ |?2©&K 
tfc&JBx-* t LTB^-/^«^[gJ&3l ft if ffi©1f 

[0 0 4 6] £ATK, *»K©IS5^JS^SrlftBJ-r 
5o %5mMBH&l*m%-&tf- h\ PCMC I A*- K 
m ©^- K * * T K TfitfjSc L fc -f ^ - £rffi V > fc 
■7 i ^/wH«iBBft^7 l A^BB-r5tw-Cfo5. 

[0047] «5ft, ^rW^LTfli^feft-c^s 

£taA©^Ta^-&&^1-3i&*£;ftfcimft$*i 

IB J HQ«Jffii\ ^^a^W^A^WMStf^gfcft 
5i^*5^^ o 7>fVWA£;B^fc^X©#^T-MUf, 

y h SrlBiS-r 5 i t Kffi 3 -T 5 „ IE 13 fcSS # *>ft tf , 
~ © ± 5 ftMfi&K fcfc ib ftv\ IE 3 ft^S^s ft $ 

tt, * 5 v^Bilx- * C if© J: 5 ft^a^s^ j 

©a\ ^ro&aas&iBSrf s^&as&So 
[0 0 4 8] ^mmmmxn, ^t-w- 

zbX\ mVV?— POSH, -«©«fc©SJ9ftt , * 

[0049] m s 5 %mm<n4 * - s>f— ^ 

TA107 ©«l^Sr^1-|lir'fe tJ , Mx.tt'13 1 l t^-f 
± 5 t-v ^y^yioT-ii, rffl/^y^yi o 7- 

1 fcjgJBfnTfiift P C M C I A * - VHP £> ft 5 J * - W 
-;<1 0 7-2 t^fe«se$ti5o 



[0 0 5 0] UTK%S5mffi&m<D{E%%m9<D7u~ 

SB 7 2 ft, GttttfflHHtt 7 1 OfflWlZi. <9 tZmt&fo 7 
Oj^fj, II 9© (A) iC^-f «t5ft7d— h©B« 
7r^/^Mt5„ ^gBg«9 3^Pjii# 

@!7 7*f LT ii« $IJ»^ 7 8 ©$!]«:: £ 19 ^SMfe 

7r>fMiS§tS Uf^si) 0 7r 
^ p y^fim 7 2 idtt^S^^fgft, ~> y T)vt—7 

/K SCSI, I r T>Am<r>mm**WLttXii>< it 

?r*x.fcS-&-et^1i©a*^#t»^5o MAC 
^(E«B7 3hi, 7r^f!) V^i=aS|5 7 2^Wt7r'f 

•fftfc>^. 77^fD V^fa^7 2f*B*7 T ^/v$rM 
AC 1 ilff-^ t t^IL, MAC 1 tt^{bfK7 
5(CA7J$tL, B«7=-^i±MD^/igg|S7 6}CA77$tL 

•T5o MD#fig^7 6f^2/V^M*ftt'©FjT^ 

©liic^fflv^rMD 1 ' fcf^^S. tb«-SSS 7 9 ft 
MDliMDl' i^tbKT^r fctit), */7t'l 

[0 0 5 1 ] &g£*iT^ftv^§£-frfj\ 817 7^^ 
(47 r -Y y >^tfa« 7 2 ^^BMS*fB 9 3 icAJ] $ 

*sfr*>ft3 (7ry7S3) . Bt77-f^ 

©BfflSr^ftasfc^-^A^Sai (^r-^-K -^>7^ 

m 8 4^ffl^r#a©^a©s*5r : fTofc9, x-^ 

?rA71-r«<, 8 3f±a— if 9 1 t-f t'-v 5 -^-/^! 0 7 
toa- iF/fy?7i-^t4)5, IS*Bf©«M(4|i* 

8 1 ft, I C7J- Kftsfflgfl 8 5 (DfflffliKi: V rnXMim 

* * ffl $ il ^ X y 7 S 5 ©¥J »f ^ N O t ft 5 * Xmm. $ 

[0 0 5 2] ©^©B^^r^^tliAaK©^-^ 
fi7 7'f y y^f!S5 7 2(^SIfc>^5©-C, 77^5> 
^taS&7 2iiS*SS©'ftffiSrEl9© (B) (ctp-TJ: 
5 47t-?y h^B^y^i-ffiiH-S (xf?7s 
6) 0 «KLfc*^7Sr#€i--51ta*3Si-»^H:, 
09© (C) t^f*J;5*7d— ?y hT'*^7fff*t 

[0053] umt(nm®.7T4>vbmmmM(D 
t - * t # 7 7 4 v > ytg mu 7 2 A**, mm. y r << ml 

*g|5 8 6©MD#^H!8 7 tATj StbT^ y K*ft 



tir^z^t /< i o 7 ©i}^®K prlvate (-r 
^ £^ v >tmd 2 m^t-tz, r t £ J; 19 

MAC2^«f3 Uf-^S7) „ ^y^E»858 
9-?f;fcr©MAC 2£E9© (D) -C^rTi 5 47*- 
-ryb^B^y^ciafilrt-S (^r^S8) . 

?*#si-5lf«Sr»iii^fcr±ia9© (e) fc^-j-j: 

r^;ns77^ y ^^«ans 7 2t^6,ti, room, r 
<Dmm? 7 4 Mt, mftmmmw 7 1 ©wwc ± 5 a 

ft mmn 7 s i 15 mm mm 77^ lt^is 

[0054] ±.mi,tcm5mm&m\c£ivi^ 4*-^ 

■f— ^Srfflvsr. fcT\ *y ^-^©ili^yr-f/v^ib 
if co J; 5^a^Jfe^^fc^\ S-fc, -f^-^f— ^« 

DBLOj;54, ©fflPt 

[0 0 5 5] £ATK, *^K©IS6^»^SrlftBJ-r 

[0 0 5 6] Hi Oii-f y-^f— ^SrPClcH'v-^ h 
-/H.Tii^W'f ^-i't-^v'XfA 1 0 8 CD* 

j&£*-rEr?;fc3„ n r -mei 8 ic^-m 5 %wm.n 

[0 0 5 7] S 6 HJfc^ffi-mgl 1 0CSt±7C> M 
AC^fiScffS 8i, ©*®K pl . ivate flSflSltSflfcfifft 
Ity^ey 9 0 t$K -f /^WfAl 0 8CD^ 

»T?H:fc<, >f^-i^-^l 0 8fc*f-L-C»ttg&* 

I C^— K 1 0 9 cOF^lSRiC^fj' 2>^L"CV^5o Sfc, IC 
*- KWW§B8 5 f±, ^^-^f-^^fA 1 0 8 CO 

H«7r^f/HE*fSB8 6' corafntgtj-^^ri^, 

[0 0 5 8] fi*ftC0Bii:7Tl'^fi«mcD7 ? -^ 

t[iiH^7r-r^s:ff3?8 6' ©md#j££|58 7(;Atj 

fft££ft5„ r©MD2i±l C#— 5 ©WW 

ScLi«9 I C*-K1 0 9©MACffr&§|$8 8(^31^^ 
5 0 MACMS 8 8 ftMD 2 £ffi^gtK private ( I 
C#-K) ^MV^TBff^l2bTMAC2^fig-r5o - 
COMA C21±I C#- Kffl»§B8 SroffliUliO'NS'^ 
|B»^8 9^6^rll9© (D) *fcil (E) t^-f 
i547*-vy hTMfc^s^KfBft^ftS. 4*3, 

m5mmm<n£ 5tic*-Kiog fcflAWEjBti* 



[0 0 5 9] ±iaufc»6W6»ttK:J:Ji,tf % «5^ft 
©It^liif-^ ©#^4 i?©ffi©lM?£ y 7 h 

[0 0 6 0] en~Ffc#»W©iSS 7 *lt^J6Sr!ftWr S. 
ft 7 *^l»tt«#{t;»&# • ISWf A U 

tttai3 (A) m^-f-fc 5 iii*9, xv 5 

^W^7 2 2 0^^^t^2 2 1, IC*- K 

2 2 2 4 if ©SR©^3t«fi-»ifie«« 1 2 0 fcj; 5 £ 

/as*!,, ^©5^, ®««nsntrtm s«^3„ 

[0 0 6 1 ] 4fc, ^5S«»Seic:@W©fiSiJT-i LT 
©^yr/v#^-i*ff&$*-cEli 3 (b) ic^-r^is^ 
d— 1 1 o ©usiisis 2 o 2 1' j; 9 mmmw 2 0 

[0062] efcSHfcfcigfi, >f^— i^f— ^o^»«» 
# • SS§«« 1 1 1 ^TLtfxi^A-;* * 9 2 2 0 K <£ 

^wiiBt#gS2 1 2^f 3 se©^yr/v##^aft$ijffl) 

2 1 K 011 2 1 0, 2 0 9, MWM^PSP 208 
£^LT«fc*ffl2 0 4fcia!«<*it3 (> »^SI52 0 4 
tt8fi©^ y T/^^tm^3^8l£fE1««ff 2 0 
3^b^WL-TMD^§|5 2 0 5(CiiS 0 MDffr£g|$ 
2 0 5ti^j/v'^MS:^©ffS©HSSrfflv^rMD^'f / F 
.(jgLTMAC^?|S2 0 6l^5 0 MAC^figgB2 0 6 

iiS^n^y 2 o 7ic&6a>c»ffiit£tiTv>5ffiS 

»ifii>TMAC&ML, ^H«fc ttKafSMWKS 

2 0 8, aflri§ij|i2 09, mm®B2 1 o, aft^#p$is 

2 l l SrfhLT&6MM5i#!S2 1 2}c^5 0 ^PJHm# 
§|S2 l 2»®#Ufc&PMIt8«o^PT/J4K-tSr^ 
5fl#S®^2 1 4(^^5 0 ^PSiIS2 1 4»3tt& 

wmtsno^yr/vs^-tsr^iBe^^y 2 1 3ic« 
[0063] iHBf^, ^fjh^#si5 2 1 2^b<amm<D 

7=-^^MDf^f|S2 1 6 1^, MAC^-^ft*p2 1 7 
t^biK*. MD#^fR2 1 6tt^y->=HB3f©Bf£ 

5o ffi#ftfB2 1 7(4&FJii^^y 2 1 8(cffifI$tL-C 

ffl^TMAC^ffi^bi-5ritJ;i9MD' 4rf«i- 
5o Jt«E-SEaiJ2 1 5i4MD«iMD' iSrit^LT-S: 
■f5a^a»fc±0 3fc*&tl*n't-s. rrwMACoi 



kh, mm ©& * -eafeftt * avcv ^ v ^^sftp-r s © a* 

[0 0 6 4] ft*3, ^SSlif— ^1 lOiClftJjlW 

fujH -C t § »£c », * * 7 © f v T/um^zmznR 

So 

[0 0 6 5] £XTi-*IS9!»^8^J£^^lft9!1-§o 

msmmwm^mmmsmm.'Dik&^^^m-r^ t© 

7?&3 0 v^r^A-te— fl5£3fc&Lfci&-£\ 

ftofct), E»^3EfbLTL*v\ 7c 

[0066] -ti-e, msmmmmx-n, -tmommz 
M&-f%±m^ gfc*BS±*y9oiii*sr, ^mmm. 

l4B*5SW©H8SU6JK*»#fi8Sr^1-|g-C&«. x 
^A-fESyM^SRl 1 2(^*3V^-C, Stfgi#i3:6 Olcj; 

d s ^t^x<o mbftitm®. 1 ?-? am 

3 0 2 5rSDT&«£#fELfcV^/h©#«ft&ffij£-r 
[0 0 6 7] -36T, SHSfi^^P 1 OlCtt, 

©x-^y^y 3 o i iciJttSftfc^^H*^-* 

t , I c * - KfWWSB 4 l ©ffflW- i 5 mt-MffiM I c 
A-K4 0 a» bttfrffl LfcfiAREtf ©ft $ t a»6>ffc?S 
StlfciBHeii^lSlg^HTV^So MACM^l lt-tt 

tftLTMACS:f«Lt77^ y ^ffSSBl 3 £i£ 

5o 7 7 ^ y >mm%i s'.mwmm.nm^.&^m'ik 

nfc^S©^-^^^^ LtMACS:3Ri«7 f - 
* fcttim LTfalt^fr$iJ#P^ 1 5 ©fj#pic i 9 fBltlKfr 
1 7P«#-f «• 



[0 0 6 8] 016 !4*^W^©®^X-^ 7 7 /V 

l'ov^riftPj-t"Sfcfe©nr*fe5o HI i 6 (ct^-t i 5 

U W#^-^©^s/^*fc!4SiJ©MACta7r-f^ 

[ 0 0 6 9 ] $Ktt££11 l l 3 BEftlffifr 
ffl«I§S 1 8 ©ffl#jC i 9 tattKf* 1 7 *?>MACRW 

ttx-^BHy^y 3 o 3i^^5„ i-ett 

&lilrffl M A C ^Itf 5 C i t'MD 1 SrtfM* 
■fS. *fc, H^^^ey 3 o 3|cfBtt^tLfcB^x-^ 
3 0 4-C3f3e<Ott/h*j£-m»/h$Hfc«, 

MDM2 2taifeii-C^y^ 3 LBB**if©3feoB8 

*tfflKMD2 flSfftSSftS. -Stt«E»2 3-T?«M 

mtMD2t srittM-s n 1 1' J; 9 ^gfe* 

[0 0 7 0] J^Ttciai 5Sr*fl8L-C*3SWo»9** 

u rt-o, «-^j$©B#n-Ag-y-^x©/hy 

ny^Sr^ffit L-Ct&*fi$tL-CV^5H^7^— 7-7 h© 

[0 0 7 1 ] fi?^;HE«t*^ 7 1 1 4©^/lii±|HU 
f-rv'^/HjESL^y 7 1 1 2©-f / Ffflt^li:T?&5^ % - 

©^i£^r-i4H^»/J> • ftmn 3 0 5ttu 

MWt<DM&l£(Dm&$:{m-fZ> bthlz, 017 fcjjrf 

7 r 4 y > ^3*15 1 3 Til. #/h7o y ^ StMA C 
frfftfc U /J^ n v ^ y ^ IMA c t iitfc 
MACf# ©B#7 r Y^ttfES^frM^P^ 1 5 ©fflfP 

t i 9 fatistfr 1 7 ic ^- y i?^v-H« t u-caatt $ ti 
[0072] mm<ommm±&*fm&ifi& 

K*v^— 9»r±, -K©PC1 1 sft-dtty?]-^ 
730 6 Srfljffl U-Cffi«tt#: 1 7 A»P>fS^W bfc^ y 

X\ #«ft*ifSriB*^9^-^ 3 0 7 t LTHftli* 
§B3 0 6lcA7J-tS„ 7r^ y >-^Waai 3T?ht, Jsf 

[0 0 7 3] &*^*p»g 1 1 6 lei 5 

t f EttsEfffMiPgp 1 s oftHwc i t> mwmw 1 
7^?)77^y ^^asB 1 9 tiiii^wi^f^ffi 

"To iScKlft»93 0 8T?H:»fc«r*H«lK:#LTSk»tt 



$ tLTV^cMA C ©* LV ^7 r MCtttiH L-C 
L.^#MglK©S JS t ^ o fcS&fPJB SrfT 5 r t as "C S 

So 

[0 0 7 4] *S8, JiELfc^W&jaBBttfcttKTO 
1. ^^yfci^ft^^S^LTlf^tifcPi^-^ 

©»£^ftt^M^T^fcfcffl7W*ffr£U ^©& 
[0 0 7 5] *fc, a«Wft*iffl7 f -#frf^JsW-«fcfto 

i 1 7)s & o r e> * ^ t)s , *m m -e ii&Mt&ffl -r r - 

a MS) frBffi Ltf b ftfc?*- * fc» LT UHWfc* 

3. Bf-m^m^mt, ttiaB^-^titfiasfsoK 



t -t 5#J* 1 ie*©^^^ 

A„ 

(fPM»») H#7=-^©3fe««*Pfflx-^f^Pft, 

mxmm^ ©it s^ttJn-r a - 1 t% w«t©&K©#« 

5. wisBt^aasstt, mmmmr~~?frb, miBBt* 

ftf*-**^, fififEf@AigIEffl^-^&ffl^-cil2©& 
»If-^*Mbt, mfESU2«>1S2©g5cfi« 

t 5 «Jt 4 WE«©x 5? 9 AflEJft* ^7-^7 

r-^t> »»#©flAmaEffi7 ? -^^P J #)*Lfc» 2 
-CfflVSW-C, SflE^2©3feK#*Pffly ; --^^m?-/- 

^s^-ffi®5i*m©'tt«^xA^v^e,^T^s 

-ets. 

E«»t, tfffafiA^liEffl7 i -^75^l|2©3!cK^^ 
9 , -*Srf^*r«»2 ©Bf^agBtSrftx., i©«HE 

» 2 ©st^a?^*ofs* ^ 7 fc*r lt^jk gfti^e^ 

Lfc i i i: -t S 4 flB«©'5 f ^ 9 

2 ©ftft^fflT*-? 2 ©Bf^agBSr, 

fcrfc-C, r©SffSr^LT*D(tS\ #^UfflLTV^ 
fcvMfcA©*;* ^fcffi^fcS^fc, flt*fcfflA©SREE 

5o 

7. fraapt^iaastt, swaHft^-^tiwafiABBE 

)^4|Hf ©7i>^/VEI*7t 7 v-^f A. 

^#©{@AMHEiB©tf«t Lt, B&f* 
tfHAMIjEfflx-^^-g-^fcx-^Tj^, milEBf 

til, lo©»f-n\ H^x-^©3!cKi:« 
f^cfflABIiEffi^-^oSfett^fti-C^a. »#© 



-10- 



^-CHuia&a^fflx-^ srtt^t u r ©«-5§-ft©s 
mcm^^xmmm&7*-?tfikm£ft±^frzwi%i 

f£0/~- wwe— Kfc&^U rftk©^— Kd»f>4>ft 
K 

-eau^u BEM-Hifet & a t©«:ai»-rs ariettas* 

fiS^ l*- K-rtWU-f s r i: r t &x 

-r?>^tx\ <r—$"Di%ft*>mm%£A\cft 5 r t 

£tifcJR 1 ©i^ftStf^^-f 3Jg 1 ©a^ft«i 

\cm-f^M^mr'-^^2(D^itm^m^xw 

t, SflfBm2©sf^ft#(r*j-jE-f5®2©ffi^l;®^ 
A 0 

? © */ V T^»^Sr5EtHt* , P if =. 6 T? t> **^*pffl 



10. Bft^-^ro&S&tfefcJ-rSirir&K, Bffe^- 

vmmth y r a y >- ^ass t , uwaHfcf*- * t & 

5ffi#fl:«Srfflv^-ciS*fbi-3ttt^» i©^#$^ 

sufc, tfffesi^x-^t^L, #«©B«*a£ifc-fB 

^TSt2©&K^/B^'-;?£#j£U ^tL^ttjfSli* 
Srfefc^-cafcOtft^^-^Sr^LT^a©^ tE© 
1 1. UfnEB«7r-i r A'JI*f«Stt, x^^Hliii*v' 

m\cwmn^m^m£^xwmm 2 to&tm&m? 

/vB&lifl^T a q 

© ± 5 fc#JB S 4*IB««E#-C, B«©H*^li*®S 
- ^ ©#j* & if©ffi ©4K«g *y7h^xr TMftfc-r S 

12. StrlHill*«KCfflA»IElf***)*>*-CB«Lfc 
r t Sr#m t -f 5 9 BE*©^' S?^ /Hi«MB*v * r 

A„ 

(fPM»*) B^SimaSw^-^t^fefcB^x-^ 

13. Mf2B«A7JSB^ ^IS«^#:lc:IE«$^fcB 

^vk i r da) , 3m, aff0i«^brs«-rsr 

f: i 5 ATJ-f 5 r i t -f 5*^ 9 !5«©xv^ 

•>!)7^-^/K SCSI, IrDA#©iff^M©S^-^ 
^-f-^y h#©^y h!7-^g^©*^Sriix.S^i: 
T\ ^Sg^^^BlcBft^r-r^SrA^-f-S^i:^ 

14. fllHB^x-^tt, #«S©SV»tJ|>a;5ttjR© 



-11- 



«R«BJSr^ri-5rtSr«r«t'rS*^lXW:l OfESc© 
«ftfctt#L*v^-C0fSro#«aH«l«r?iJffl1-5r iris 

is. msm&f—sm. »ie«©2v>icMftsa»© 

Itffex-^ SrJtat=l LTIBtf Lfd^fiftteB^x-^T* 

-^£f«^5;iilH#©tt-5#J&lXi±l ota*© 

t©£ 5 *H«iB^«rff 4ofcSi«lK*f LTfc3W![tt» 
[0 0 7 6] 

[HBie>ffi¥&K!Pn 

[0 1 ] A^il©fS 1 SUfe^l^S^'^^^SEM*^ 
7 V* 9 A Sr^-f 0 -e & 5 „ 
[12] Btfglx- * KMA C &m\\ is ft 5 4 T-©#HI£r 

[0 3] *ISi!©^2||JS^t#57 :: 'v ; ^/HiE«*^ 

[15] H^x-^fcfiA^liEffix-^ iMACflSftap 

[06] *^B^©^4 jlK^l'^S^'^^/I-fa*^ 

[0 7] Iftf-^CMAC lMAC 2ijS#JP^H 

[08] *38W©*5Sll6?K*ir«5^^— 
^ x A ©«$ & 5 o 

[0 9 ] m 5 mmnmnim sr&PH-a * *© 7 n 



[010] ^m^memmnmKW^-f ^-^f— ^ 

->X7 1 A©#j^**-t"0't?*)5„ 
[011] 1 5 IlilC-l' ^ -?t-/^>^r Afflf 

[012] ^6^K^ffi©^^-i>f— /^X^A©* 

[013] 7saB»«i!i««**fk«»# • 

[014] ^mm^smmnmim^fj^^mu^ 

[015] ^BJW^B^^lC^S^'^^/HiE** 

[016] Mismmmmim^mmr'-fyr-fM^ 

[017] WgSateEJttfcffSB^-^^T-Y/Hco 
^ TtfcKI- § fc © 0 T-fo 5 „ 

2 

3 •■•»«», 
4-A/DS*», 

7-B&*^g|K 
9-MDffrS8|J, 

l o-8PU6#yey, 
l 1-MACW, 
1 2-— y^|E«a, 

i 3-7t4V v^tfsis, 
i 4-aftso»fflj, 
i 5 -mmm#mmu, 

1 6-ffl«HIi», 

1 7-mmm#, 

1 8-fBtt«fff|5iJW, 

1 9-77^ y y^tfagp, 

2 o-&n«.**y» 

2 1 -**ft», 
2 2-MD^Jt^ 
2 3 — tfctfe— ffc3P % 

2 4-ii«MW^ 

2 

5 0-l-*^9ffC, 

6o-»m 

1 0 0---T~W^mUU* y, 



[HI] 



[08] 




[S3] 
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[05] 
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MAC 
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TMAC1 1 W I 



in 



riM-0&lS«&fljl'TMAC2*fEa | 
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[Hi 1] 



M • T . 





[Ell 0] 



[013] 



-(££ff)SI!iia$) (B) 
/l 10 as* 

I 319 ea* 
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[El 4] 
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